SPNEGO Kerberos Authentication

Agiloft supports single sign on via the Kerberos authentication protocols, using SPNEGO to access the
knowledgebase via HTTP.

What are SPNEGO and Kerberos?

Kerberos is an a authentication protocol, which allows nodes communicating over a non-secure network to
prove their identity to one another in a secure manner. It is designed to provide strong authentication for client
/server applications by using secret-key cryptography.

SPNEGO, pronounced 'spang-go or spe-'nay-go, is a GSSAPI "pseudo mechanism" used by client-server
software to negotiate the choice of security technology. SPNEGO is used when a client application wants to
authenticate to a remote server, but neither end is sure what authentication protocols the other supports.

Most notably used by browsers for HTTP negotiation.

Prerequisites

To complete SPNEGO/Kerberos setup you must have:

A server environment configured with Kerberos/SPNEGO.

Agiloft must be installed on a machine in the Active Directory domain.

A known address for the domain key distribution center (KDC).

Note: the KDC address is often the same as the domain controller address.

An account name and password in the domain to be used for pre-authentication.

A registered Service Principal Name (SPN) with the account mentioned above for all known names of a
server where Agiloft is installed. To register an SPN, run set spn. exe - A HITP/ <server > <account
name> for all known names of a server where Agiloft is installed. The command should be run on the

domain controller.

Setup Kerberos/SPNEGO Access

To configure Kerberos/SPNEGO...

w0 DbdE

Go to Setup > Access and click the SPNEGO/Kerberos Setup button.
Select Yes under Enable SPNEGO Authentication.
Enter the User Name, Password, KDC Address and Domain, using the credentials and details listed above.

Click Test Connection to check the configuration details.



5. Click Finish.

Browser Settings

For Internet Explorer users, you must make the following modification to your browser settings:

1. In Internet Explorer (IE), go to Internet Options > Advanced > Security.
2. Check Enable Integrated Windows Authentication.

Internet Options ? et

General Security Privacy Content Connections Programs Advanced

Settings

[1 Allow software to run or install even if the signature is invalid

[1 Block unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation*®

Check for signatures on downloaded programs

[ Do not save encrypted pages to disk

[] Empty Temporary Internet Files folder when browser is closec

[] Enable 64-bit processes for Enhanced Protected Mode*

Enable DOM Storage

] Enable Enhanced Protected Mode*

[~] Enable Integrated Windows Authentication™®

[~ Enable native XMLHTTP support

[] Enable Windows Defender SmartScreen

Send Do Not Track requests to sites you visit in Internet Explc

Use SSI 3.0 v
L4 >

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...
condition.

You should only use this if your browser is in an unusable state.

Access URL

The URL for SPNEGO authentication is:
https://{server_nane}/ gui 2/ spnego. j sp?aut oLogi n=t r ue&pr oj ect ={ KBNane} &St at e=Mai n

Whenever possible, make sure to use the domain name for your server, such as exanpl e. agi | of t . com rather
than the specific server hostname, such as ps108. agi | of t. com
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