Installation with Custom Databases

Agiloft can integrate with an external MySQL or MS SQL installation through the standard TCP/IP connection. By
default, these custom database installations may not have some of the services/protocols enabled.



MS SQL Installation

Here are some of the recommendations by our developers to assist the database administrator in setting up the MS
SQL server for optimized integration with Agiloft.

(D If the MS SQL database takes part in mirroring or AlwaysOn Availability Groups, the database administrator
must set the READ_COMMITTED_SNAPSHOT or "Is Read Committed Snapshot On" database option to
ON or "True" before Agiloft is installed.

Prerequisites

® The TCP/IP connection must be set to a static port. See Microsoft help for more information.
® The Microsoft Distributed Transaction Coordinator (MS DTC) service should be marked Automatic in Service

Manager to make sure that it is running when the SQL Server service is started.
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Follow these steps

1. Install MS SQL.


https://msdn.microsoft.com/en-us/library/ms177440.aspx

2. During installation, select Mixed Authentication.

3. Create the required databases. Do not use System Databases for the Agiloft installation. See more about
SQL databases from Microsoft.
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4. Enable MS DTC for XA transactions.

5. Configure the JDBC Distributed Transaction Components.

6. If MS SQL is installed on a different computer than the machine where Agiloft is being installed, the
RegexEval uat or . exe file must be located on the computer with the MSSQL server. For example, if you
were installing Agiloft at C:\Agiloft, RegexEval uat or . exe should be installed on the computer with the MS
SQL server in the directory with this path: C.

\ Agi | of t\ resources\java\resources\sqgl\nmssql \ RegexEval uat or. exe.

@ If MS SQL is already installed with a different authentication method, you can follow these steps to change
to Mixed authentication.

Enable MS DTC for XA transactions

In Windows 7, Windows 10, Windows Server 2008 R2 or Windows Server 2012 or later:

1. Select Control Panel > Administrative Tools > Component Services.


https://docs.microsoft.com/en-us/sql/relational-databases/databases/create-a-database
https://docs.microsoft.com/en-us/sql/relational-databases/databases/create-a-database
https://technet.microsoft.com/en-us/library/ms188670(v=sql.110).aspx
https://technet.microsoft.com/en-us/library/ms188670(v=sql.110).aspx

2. In Component Services, double click Computers, double click My Computer and select Distributed

Transaction Coordinator .
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Right-click Local DTC and then select Properties.
Click the Security tab in the Local DTC Properties window.
Select the Enable XA Transactions check box, click OK. This will restart the MS DTC service.

Click OK again to close the Properties window, and then close Component Services.
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Restart SQL Server to ensure that it syncs up with the MS DTC changes.

Configure the JDBC Distributed Transaction
Components

1. While the Agiloft installer is running, and at the stage of asking for the MS SQL credentials, navigate to the
Agi | of t\resources\resources. zi p\resources\java\li b\ nssql xa directory and open the files

inside your zip viewer.

a. Copythe sqljdbc_xa.dll file from the directory to the Binn directory of the SQL Server
computer.

Note: For a default SQL Server install, the locationis C.\ Program Fi | es\ M crosoft SQ
Server\ M5SSQ.14. MSSQLSERVER\ M5SQL\ Bi nn .
b. Runthe xa_install.sqgl database scriptfrom the directory:

c. Inthe command prompt, enter sql cnd -i xa_i nstal | . sql . This script installs the extended
stored procedures that are called by sql j dbc_xa. dl | . These extended stored procedures
implement distributed transaction and XA support for the Microsoft SQL Server JDBC Driver. You will
need to run this script as an administrator of the SQL Server instance. You can ignore errors about
being unable to drop procedures that don't exist.

2. Change the password and database name (sw2_std) if needed in the al user . sql script and run it the
same way as xa_i nstal | . sqgl . The script creates an Agiloft user with SysAdmin role and the ability to use

XA Transactions. For best results, do not revoke the SysAdmin role for this user.



3. Close the SQL Server Management Studio. If this is not closed, the Agiloft installer will not be able to get an
exclusive lock to set the database options, and will wait forever.
4. Continue with the Agiloft installation.



MySQL Installation

Here are some of the recommendations by our developers to assist the database administrator in setting up the
MySQL server for optimized integration with Agiloft.

Prerequisites

® The MySQL version should be verified to work with Agiloft. See System Requirements for more information.

® The TCP/IP connection must be set to a static port. See the relevant documentation for your distribution.

Follow these steps

1. Download the latest MySQL version, and use the steps at the MySQL Installation Guide to install it to your

server.
2. Verify that the database user has sufficient privileges to run custom scripts. The user will need System

Administrator privileges at least.
a. To create a new database user with system administrator privileges to integrate with Agiloft, the
following script format can be used:

Create sysadmin user

create login aluser with password="Qrnertyl';

go
create user aluser for |ogin aluser;

go

exec sp_addsrvrol enenber 'aluser', 'sysadmn';

go


https://www.agiloft.com/system-requirements.htm
https://dev.mysql.com/doc/refman/8.0/en/installing.html

3. In MySQL, create a custom database named sw2_std, specifying UTF8 character set. You can use the
following commands to do this:

create # or alter

dat abase sw2_std DEFAULT CHARACTER SET utf 8;
nysqgl > use sw2_std;

Dat abase changed

nysql > SHOW VARI ABLES LI KE ' character_set % ;

This will return something like the following:

| character_set_client | utf8 |

| character_set connection | utf8 |

| character_set database | utf8 |

| character_set filesystem| binary |

| character_set _results | utf8 |

| character_set_server | utf8 |

| character_set _system | utf8 |

| character_sets dir | /usr/share/ nysqgl/charsets/ |

8 rows in set (0,00 sec)

4. Configure InnoDB. The following parameters are recommended for the my. cnf configuration file. Pay
attention to the comments, as some of these values can vary depending on your environment. At a minimum,
the max_allowed_packet must be set to 16M. For more information, see InnoDB Configuration:


https://dev.mysql.com/doc/refman/5.7/en/innodb-configuration.html

#================mandat ory val ues===============

port = 3306 # This value can be changed. Ask your admi n.
bi nd-address = 0.0.0.0 # This value can be changed. Ask your adnmin
character-set-server = utf8

col l ation-server = utf8 general ci

explicit_defaults for_tinestanp = 1

i nnodb_| ocks_unsafe_for_binlog = 1

i nnodb_strict_node = 0

sql - mode = NO_AUTO VALUE_ON_ZERO

i nnodb_file fornmat = Barracuda

i nnodb_flush_log at trx commit =0

def aul t - st or age- engi ne = | nnoDB
innodb file per table =1
H================r econended m ni mum val ues==============

max_connecti ons = 384
max_al | oned _packet = 96M

gquery_cache type =1

slow query log =1

slow query log_file = <SLOW QUERY_LOG>
| og_error = <MYSQ._ERRCOR LOG>
#f================¢pti onal val ues================
tnp_table_size = 64M

key buffer_size = 48M

guery_cache_size = 64M

net read_tinmeout 1000

tabl e_open_cache = 2048

connect _tinmeout = 20

i nnodb_| ock_wait_tinmeout = 150
innodb_log files in_group = 3

i nnodb_flush_nethod = O DI RECT
net_wite tinmeout = 1000

user = enterprisew zard

i nnodb_file io threads 4

i nnodb_| og_buffer_size = 16M

i nnodb_mrrored_| og groups =1

i nnodb_| og_file_size=<I NNODB_LOG S| ZE>
tnmpdir = <AGQ LOFT_TMPDI R>

i nnodb_buf fer_pool _si ze = 14000M

i nnodb_addi ti onal _nmem pool size = 100M
sort_buffer_size = 5M

query_cache_ limt = 5M
read_buffer_size = 1M

join_buffer_size = 5M

basedi r = <MySQL._DI R>

i nnodb_data_hone_dir = <MySQL | NNODB DI R>
i nnodb_| og_group_hone_dir = <MyYSQL_LOG DI R>



. In Linux, load the MySQL time zone table using the following command on the server where MySQL is
installed:

nysql _tzinfo_to_sqgl /usr/share/zoneinfo | nysgl --host=127.0.0.1 --port=3306 -
u root -p <password> nysql;

. Add the default-time-zone entry to the ny. cnf file. This file is usually located under / et ¢/ ny. cnf .

. Set the time zone value to match the server time zone. For example, if the server uses the Pacific time zone,
set: def aul t - ti me- zone=Aneri ca/ Los_Angel es,

. Restart the MySQL service.
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